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Abstract 
 Mobile Ad-hoc Network is an Infrastructure less and 

decentralized network. The wireless nodes in MANET can 

communicate with each other through a direct wireless link. 

In this paper, we define the problem of secure data delivery 

in mobile ad-hoc networks.  The paper reviews the Data 

Encryption Standard (DES) in MANET which encrypted 

data at source node to and decrypt the same at destination 

node. This paper briefly discusses the data encryption 

standard technique. 
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1. Introduction 

A mobile ad hoc network (MANET) is a dynamic 

wireless distributed network system, consisting of 

various numbers of mobile devices that are free to 

move in any direction, independent of each other [1]. 

The wireless nodes in MANET can communicate 

with each other through a direct wireless link or 

multi-hop routing within their communication range; 

whereas devices that are not in the communication 

range use intermediate node(s) to communicate with 

each other. Mobile ad-hoc networks (MANETs) are 

future wireless networks consisting entirely of mobile 

nodes that communicate on-the-move without base 

stations. A MANET is a network consisting of a set 

of mobile nodes capable of communicating with one 

another while not facilitating the infrastructure of the 

network.                                                   

                                         
Figure 1: Mobile Ad-hoc Network [1] 

2. Data Encryption Standard (DES)
 

Data Encryption Standard (DES) has been a 

worldwide standard for data encryption for more than 

two decades now. On May 15, 1973, National 

Institute for Security Technologies (NIST) issued a 

public request for a data encryption algorithm. This 

request eventually resulted in the DES 

implementation. DES was officially endorsed by the 

U.S. government in 1977 as an encryption standard. 

Although it was originally developed by IBM (who 

holds the patent for DES), it has been extensively 

studied since its original publication. DES is, without 

doubt, the best-known and most widely used 

cryptosystem in the world.[2][4] The algorithm is 

designed to encoding and decoding blocks of data 

consisting of 64 bits under control of a 64-bit key. 

Decoding must be accomplished by using the same 

key as for encoding, but with the schedule of 

addressing the key bits altered so that the decoding 

process is the reverse of the encoding process. A 

block to be encoded is subjected to an initial 

permutation (IP), then to a complex key-dependent 

computation and finally to a permutation which is the 

inverse of the IP[5]. 
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              Figure 2: DES Algorithm 

2.1 Encoding 

The input block is of 64 bits that is to be encoded are 

first subjected to the 64 bits permutation, is known as 

the initial permutation IP[6]:  

 
Table 1: IP 

58 50 42 34 26 18 10 2 

60 52 44 36 28 20 12 4 

62 54 46 38 30 22 14 6 

64 56 48 40 32 24 16 8 

57 49 41 33 25 17 9 1 

59 51 43 35 27 19 11 3 

61 53 45 37 29 21 13 5 

63 55 47 39 31 23 1 7 

 
That is the permuted input has bit 58 of the input as 

the first bit of the IP, bit 50 as its second bit, and so 

on with bit 7 as its last bit. Then, IP input block is the 

input to a complex key-dependent computation. The 

output of that computation subjected to the following 

permutation which is the inverse of the initial 

permutation:  

 
Table 2: IP

-1
 

40 8 48 16 56 24 64 32 

39 7 47 15 55 23 63 31 

38 6 46 14 54 22 62 30 

37 5 45 13 53 21 61 29 

36 4 44 12 52 20 60 28 

35 3 43 11 51 19 59 27 

34 2 42 10 50 18 58 26 

33 1 41 9 49 17 57 25 

 
The output of the algorithm has bit 40 of the IP

-1
as its 

first bit, bit 8 as its  second bit,and so on, until 

bit 25 of the IP
-1

 block is the last bit of the output. 

The computation which uses the permuted input 

block as the input of it to produce the IP block 

consists, but for a final exchange of blocks, of 16 

rounds of a calculation that is described below in 

terms of the cipher function f which operates on two 

blocks, one of 32 bits and one of 48 bits, and 

produces a block of 32 bits.  Let the 64 bits of the 

input block to an round consist of a 32 bit block L 

followed by a 32 bit  block R. Using the notation 

defined in the introduction, the input block is then 

LR. Let K be a block of 48 bits chosen from the 64-

bit key. Then the output L'R' of iteration with input 

LR is defined by:   L' = R 

R' = L Ө f(R,K) 

Where Ө denotes bit-by-bit addition modulo 2. The 

input of the first iteration of the calculation is the 

inverted input block.  If L'R' is the output of the 16th 

iteration then R'L' is the IP block. At each iteration a 

different block K of key bits is chosen from the 64-

bit key designated by KEY 

2.2 Decoding 

The permutation IP
-1

 applied to the IP block is the 

inverse of the IP applied to the input. Further, from 

(1) it follows that:  R = L' 

               L = R' Өf(L',K) 

Consequently, to decipher it is only necessary to 

apply the very same algorithm to an  encoded 

message block, taking care that at each round of the 

computation the same block  of key bits K is used 

during decoding as was used during the encoding of 

the block. Using the notation, this can be expressed 

by the equations:  

Rn-1 = Ln 

Ln-1 = Rn Өf(Ln,Kn) 
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Where R16L16 is the inverted input block for the 

decoding calculation and L0R0 is the IP block. That 

is, for the decoding calculation with R16L16 as the 

permuted input, K16 is used in the first round, K15 in 

the second, and so on, with K1 used in the 16th 

round. 

 

The Cipher Function f  

 
A sketch of the calculation of f(R,K) is given in 

 

 
 

Figure 3: Calculation of f(R,K) 

 
Let E denote a function which takes a 32 bits block as 

input and yields a 48 bits block as output. Let E be 

such that the 48 bits of its output, inscribed as 8 

blocks of 6 bits each, are acquired by selecting the 

bits in its inputs in order according to the following 

table: 

 

Table 3: E BIT-SELECTION 

32 1 2 3 4 5 

4 5 6 7 8 9 

8 9 10 11 12 13 

12 13 14 15 16 17 

16 17 18 19 20 21 

20 21 22 23 24 25 

24 25 26 27 28 29 

28 29 30 31 32 1 

 

Thus the first three bits of E(R) are the bits in 

positions 32, 1 and 2 of R while the last 2 bits of 

E(R) are the bits in positions 32 and 1.  Each of the 

unique selection functions S1,S2...S8 takes a 6-bit 

block as input and yields a 4-bit block as output and 

is illustrated by using a table containing the 

recommended S1:  

 
Table 4: S

-1
 

 
 
If S1 is the function defined in this table and B is a 6-

bits block,  then S1(B) is defined as  follows: The 

first bit and last bit of B represent in base 2 a number 

in the range 0 to 3. Let that number be i. The middle 

4 bits of B represent in base 2 a number in the range 

0 to 15. Let that number be j. Look up in the table the 

number in the row i and column j. It is a number in 

the range 0 to 15 and is uniquely represented by a 4 

bit of block. That block is the output S1(B) of  S1 for 

the input B. The permutation function P yields an 

output of 32-bit from an input of 32-bit by permuting 

the bits of the input. Such a function is defined by the 

following table:  

 
Table 5: P 

16 7 20 21 

29 12 28 17 

1 15 23 26 

5 18 31 10 

2 8 24 14 

32 27 3 9 

19 13 30 6 

22 11 4 25 
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The output P(L) for the function P determined by this 

table is obtained from the input L by taking  the 16th 

bit of L as the first bit of P(L), the 7th bit as the 

second bit of P(L), and so on until the  25th bit of L is 

taken as the 32nd bit of P(L). Now let S1,...,S8 be 

eight distinct functions for selection, let P be the 

permutation function and let E  be the function 

defined above. To define f(R,K) firstly define 

B1,...,B8 to be blocks of 6 bits each for which  

B1B2...B8 = K Ө E(R). The block f(R,K) is then 

defined to be P(S1(B1)S2(B2)...S8(B8)). 

As output, Thus K Ө E(R) is first divided into the 8 

number of blocks. Then each Bi  is taken as an  input 

to Si  and the 8 blocks S1(B1),S2(B2),...,S8(B8) of 4 

bits each are unified into a single  block of 32 bits 

which forms the input to p. 

 

3. Conclusion and Future Work    

This paper defines the problem of secure data 

delivery in mobile ad-hoc networks. This paper 

studies the DES algorithm that encrypts data at 

source node and decrypt data at destination node. 

Various phases of the DES algorithm are discussed in 

this paper.  In future the secure congestion control 

algorithm can be designed for the MANET. 

Moreover, the overhead of security algorithm can be 

minimized in the network.  
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